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> Common Social Engineering Tactics

> The AI-Powered Social Engineer- A New Era of Deception?

> Your Network - A Playground for Human Hackers

> The Dark Web's Human Commodity: Your Information

> Human Hacking Takes Flight: IoT and Drones as New Vectors
> Why Social Engineering is So Effective

> Protecting Yourself and Your Organization

> What to Do If You've Been Targeted

> Call'to Action

What is Social Engineering?

D Sodal engineering is a non-technical method of breaching security that involves

ipulating and exploiting fiuman psychology and befiaviour rathier than technical
vulnerabilities.
D Thep i

Contndolisth . e S s £
G A ) . 1

5 Authority: People tend to obey autfiority figures
D Trust: People are more likely to comply with requests from those they trust
D Urgency: Creating a sense of urgency can lead to rasf; decisions

D Scarcity: People value scarce things
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Commen Sacial Engineering Tactics

D o Phishing: Types of phishing (emailphishing, spear phishiing, whaling)

D o Baiting Uses the promise of something desirable to fure victims

O o Pretexping: Attackers create fulse sense of identity or a fabricated scenario
D e Quid®roQuo: Offering something in exchiange for information or access

Actual sender not from company and
not from displayed name

Phishing

' PayPal

Response required.

The Al-Powered Social Engineer - A
New Era of Deception?

D Hyper-Personalized Phishing

D Deepfake Andio  Video

5 SocialEngineering at Scale
© Ceaming o Adapting
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Your Network - A Playground for
Human Hackers

O Phishing Emails: The most common entry point

O Watering iole Astacks: Comprowising swebsies your employees frequentty vis, Bing i st
with mafware

D Malicious Downloads: Disguising mabware as legitimate software updates or tools, often spread
throughphishing

D Social Media Manipulation: Gathiering information about your employees or posing as trusted
contacts to gain access.

O Insider Thireats: Remember disgruntled. employees or those tricked into helping attackers
(intentionally or not).
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The Dark Web's Human Commedity:
Your Information

D Social Engineering for Profit

D Datais Gold
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Human Hacking Takes Flight: loT and
Drones as New Vectors

™ IoTasan EntryPoint

D Drones: FromEyesin the SKy to Tools of Deception

D PhysicalProxiity Attacks

D The Human Element of Trust
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Why Social Engineering is So Effective

O Human Nature: Social engineering preys on our natural tendencies to trust, be felpful,
and avoid conflict

O Lack of Awareness: Many indtviduals must be aware of social engineering tactics and
their potential consequences

b  Emotional

imuraﬂou; ‘thinkjng.

chs ipula ifg fear, curiosity, or greed to

14

Protecting Yourself and Your
e rgANIZALION

O Weify Requests for information or acéess,especially if they seem unusualor suspicious
> Don't Click Links or Open Attachiments from Unkpown Senders

D Strong d Multi-Factor Authe

D BeAware:

D Security Aswareness Training

15
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What to Do If You've Been Targeted

D Don't Panic: Mistakgshappen

D Report the Incident: Report suspected social engineering attempts to the appropriate
foriti

O Change Passwords if you suspect your credentials fiave been compromised

O Monitor Accounts: Monitor bank,a and credit card  for any suspicious
activity,

16

Call to Action

BE PROACTIVE ABOUT CYBERSECURITY AND
SHARE WITH OTHERS WHAT YOU HAVE
LEARNED

17

.~ COMSUREAND LET'S
' COMPLY THANK YOU FOR
B " YOURSUPRORTS )
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